I IDBOX

miargpopmMa ayreHTuPUKANUUA U yIIpaBJIeHU

A0CTYIIOM

PykoBoCcTBO pa3zpaboTurka
Yacrs 1

OOmue cBeaeHus

Jluctos 28

2026



Copepxanue PykoBoacTBo pazpaboTunka

X-IDBox
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Ilepeuens cokpareHuit PykoBoacTBO pazpaboTumnka

X-IDBox
IIepeyeHsb cokpameHu
API — application programming interface (mporpammusiii nHTEpdEiic
IPHJIOKEHUA)
ECHA — eJuHas cucTteMa UACHTU(UKAIIMY U Ay TeHTU(QUKAITUU
NHH —  WACHTU(UKAIIMOHHBIA HOMEP HaJOroIjIaTeIbIIuKa
ncC — wuHbOpPMaIMOHHAS CUCTEMA
omIC — OpraHM3alMOHHO-IITaTHas CTPYKTypa
CK3H1 —  CPEICTBO KpUINITOTpapuUecKOn 3alIUThl HHPOPMAIIH
CHUJIC — CTPaxOBOM HOMEP MHAMBHUAYAJIBHOIO JINLIEBOTO CYETA
¥3 — yu€THas 3aIuch
oIl —  DJIEKTPOHHAsS MOANHUCH
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[Iepeuenb TEpMUHOB

PykoBoacTBO pazpaboTumnka

ABTOpHU3aLIUs

ATtpudlyTt

AyTtentuduxarys

JIByxdakTtopHas
ayTeHTU(PUKALIHS

Hoctyn

Wnentuduxatop

N nentudukanus

NuTerpupoBannas
ncC
Nudopmanmonnas
cucrema

OOmbekT noctyna

). DBOX

X-IDBox

IlepeyeHb TEPMUHOB

MPEA0CTaBIIEHNE CYyOBEKTY JTOCTYIIA MPaB JOCTYIIA, & TAKKE
peI0CTaBICHUE JocTyna B COOTBETCTBHUHU C
YCTaHOBJICHHBIMU TTPaBUJIaMU YNIPABIECHUS JOCTYIIOM
IpU3HAK WM CBOWCTBO CyObEKTa JOCTyNa WIM OObEKTa
JocTyna

JCHCTBHS 10 MPOBEPKE MOIMHHOCTA CyOBEKTa AOCTyIa U
(wnn) oObeKkTa JOCTyna, a TakkKe MO IPOBEPKE
MPUHAIJIEKHOCTH CyOBEKTy aAoctyna u (Wid) OOBEKTY
JOCTyIa MPEAbSIBICHHOrO WAEHTU(PUKATOpa A0CTyna u
ayTeHTU(PUKAIMOHHON MHGOpMAIIIH

METOJI TPOBEPKH MOJJIUHHOCTH CyOBEKTa JO0CTyna Ipu
MOMOIIM 3amnpoca ayTeHTU(UKAIMOHHBIX JIaHHBIX JIBYX
pa3HBIX TUIIOB

MOJIydeHUE  OAHOW  CTOPOHOM  MH(POPMALMOHHOIO
B3aMMOJICUCTBHSI BO3MOKHOCTH HCIIOJIB30BAHHS PECYPCOB
JIPYTro¥ CTOPOHBI HH(POPMALIMOHHOTO B3aUMOACHCTBUS
npHU3HaK CyObeKTa JOCTymna WM O0bEKTa JOCTyrna B BUJE
CTPOKH 3HAKOB (CHMBOJIOB), KOTOPBIM HCIIOJIB3YETCS IMPHU
UIeHTH(PUKAIIMK ¥ OJHO3HAYHO ompenelser (yKas3bIBaeT)
COOTHECEHHYIO C HUMU UJECHTU(PUKALTMOHHY IO
uH(pOpMaIUIO

JEUCTBUA MO MPUCBOEHUIO CYOBEKTaM U 00BEKTaM JIOCTYyIIa
UJEHTU(PUKATOPOB W/UIIM MO CPABHEHUIO MPEIBIBISIEMOIO
uaeHTH(UKATOpA c nepeyHeM MIPUCBOCHHBIX
UACHTU(UKATOPOB

HUC, nmogknrouenHas k X-IDBox mns mcmoab3oBaHHsA €€
CEPBUCOB

COBOKYMHOCTb  COJEpKaimleicas B 0a3ax  JaHHBIX
uHpopManmm U oOecreyuBamOIUX €€ 00paboTKy
MH()OPMAITMOHHBIX TEXHOJIOTUN U TEXHUUYECKUX CPEJICTB
equaunna UC (moxymeHT, mojue, aTpulyT | T. 1), K KOTOPOU
pa3rpaHUYUBAETCA TOCTYI



[Iepeuenb TEpMUHOB

PykoBoacTBO pazpaboTumnka

[HomuTuka
aBTOpU3ALIUU

[Tpodune yuéTHOM

3alInucu
IIOJIB30BaTCJIA

Pecypc

Pons

CyObekT goctyna

YnpaieHnue

JIOCTYTIOM

VyérHaga 3anuch
MOJIL30BaTEIA

DneKTpOHHAs
1001111(6) 3

). DBOX

X-IDBox

OpaBuWiIO  JOCTYIa,  ONpPENEeNsioniee  BO3MOXKHOCTh
BBIMIOJTHCHUSI JICMCTBUSL WA HECKOJBKHUX JICMCTBUM C
peCypcoM UIIM HECKOJIBKUMHU pecypcaMy OJHOTO THUIa, IPU
HaJIMYUU Y MOJB30BaTENSl COOTBETCTBYIOIIMX Ha3HAYEHHBIX
poJieil U BBINOJHEHUU 33JJaHHOTO YCJIOBHSI TPUMEHUMOCTH
MOJINTUKHU aBTOPU3AIINU

Ha0op 3HadyeHUW aTpuOyToB yuéTHOM 3ammcu X-1DBOoX,
OJIHO3HAYHO  aCCOLMMPYIOMUH CyOBEKT JoCTyma ¢
opraHuzanuei, B uHTepecax (0T HMEHH) KOTOpOH
cyOBeKTOM J0CTyTIa

BBIITOJIHATOTCA orcpanuu,

peanusoBanHble B X-IDBox m HMC, nHTErpMpOBaHHBIX C
X-1DBox

3amuimaeMeiii  00bekT WC, KOTOpBIM uUCHONB3yeTcsl B
IIOJINTUKAX aBTOPU3aLlMM U OTHOCHUTCS K OIIPEICICHHOMY
TUILy pecypca

IIPEAONPENEICHHAs: COBOKYIIHOCTh IIPaBUJ JOCTyNa K
pecypcaM (IOJIMTUK aBTOPHU3ALMH), YCTAHABIMBAIOLIUX
JOIYyCTUMOE B3aUMOJICCTBUE MEXAY CYObEKTaMU JIOCTyIIa
1 00BEKTaMH JIOCTYIIa

[0JIb30BaTENb, JEHCTBHUS KOTOPOIO MO TOCTYIy K 00ObEKTaM
JOCTYIIAa PETJIAMEHTUPYIOTCS IOJIMTUKAMU aBTOPU3ALIUU
OTpaHUYEHUE M KOHTPOJb JOCTyNa CyOBEKTOB AOCTYyMa K
oObeKkTaM jocTyna B HWH(DOPMAIMOHHOW CHCTEME B

COOTBETCTBUU C YCTaHOBJICHHBIMU npaBujIaMu
pasrpaHu4eHus 10CTyna
JIOTHYECKU I O00BEKT (COBOKYITHOCTh JAHHBIX

MoJIb30BaTelisl), cyuiecTByomuii B npeaenax X-IDBox wu
npeacTaBisiiomuid cyowsekra goctyna B X-IDBox u UC,
uHTerpupoBanHbix ¢ X-1DBox

uHdopmarusi B DJIEKTPOHHOW  Qopme,  KoTOpas
OpUCOEIMHEHA K JApyrod HHPOPMALMK B DIIEKTPOHHOU
dbopme (moamuceiBaemou HHGOPMAIMK) WX  HHBIM
oOpa3oM cBsi3aHa € Takol HHpOpMalnUe H KOTopas
UCIIOJIB3YETCS JIsl OMpEeNIeTICHUs JIMIA, MOAMUCHIBAIOLIETO
uHbOpMaITUIO



OO0mue cBeeHUs PykoBoacTBo pazpaboTunka
X-IDBox

1. O01ue cBeIeHUudA

X-IDBox mpencraBisieT coboi cucteMy UICHTH(HUKAIMK, ayTeHTU(PUKAIIMN |
pa3rpaHUYCHHS JOCTYIIA, UMEIONIY0 BCTPOCHHBIA MEXAHU3M YITPABJICHUSA TOCTYIIOM.

X-IDBox of0ecneuuBaeT TmpoleAypy eauHoro Bxojga Bo Bce UC,
unterpupoBanubsie ¢ X-IDBox, yto mo3BossieT BbIMONHATH nepexon Mmexay MC 6e3
noBTOopHOU ayTeHTuukammu. [ns xaxmoit MC Bo3MokHa HacTpoWka CIocoOOB
ayTeHTHU(UKALINH.

[Tonpobnoe onucanue ¢yukuuii X-IDBox mnpuBeneno B PykoBojctse
ITOJIb30BATENS.

CpencrBamu BHemHuX APl X-IDBox o0ecrieunBaeT BBITIOTHEHUE CIIETYHOIIUX
(hYHKIIMOHATLHBIX BO3MOKHOCTEH:

1) VYupasienune Y3 momb3oBareneid (mms Bcex WC, WHTErpUpOBaHHBIX C
X-IDBox, noaaepuBaeTcs €UHbIA KaTaJIOT MOJIb30BaTEIICH ):

— 3arpy3Ka CIHcKa MoJib3oBaTenel u3 gaiina;

— 3arpys3ka U3MeHeHus posie npoduieit Y3 nmosb3oBaTenei u3 ¢aiina;

— 3arpy3ka U3MEHEHUI JTUYHBIX JAHHBIX MOJb30BaTENEH U3 (ailna;

— mosy4yeHue naHHbix 00 Y3 nonbs3oBarens (mo MHH, mo MHH u CHUJIC,
no CHWIC, no uaeHTudukaropy, mno JOruHy, o TeXHu4eckoMy HaumeHoBanuto MC,
0 TUHAMHUYECKHM ITOJISIM);

— ToJiydeHue crnucka npoduiei Y3 moyib3oBates.

2) YmupasneHue npodmissMu Y3 M0Ip30BaTEICH:

— 3arpy3ka npoduneit Y3 mons3oBareneit u3 daiina;

— 3arpy3ka HM3MEHEHHMH cBeleHHi o mnpoduisx Y3 mnosib3oBaTene u3
(aiiia;

— Ha3HAYCHHE W CHATHE JODKHOCTEH ¢ mpoduieit Y3 nmojb30BaTeiei;

— TOJy4YeHue JaHHBIX O npoduie Y3 moyb30BaTeNs;

— moJiydeHue uadopmaruu o npoduie Y3 noiab3oBaTes;

— MOJy4YEHHUE CIUCKa TOJBKHOCTEN npoduis Y3 moiab30BaTess;

— MOJy4YEHHUE CIUCKA PoJiel, Ha3HAYeHHbBIX NMPOodUiIto Y3 Moab30BaTeNs;
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OO0mue cBeeHUs PykoBoacTBo pazpaboTunka

X-IDBox

— nonyuenue cenenuit 00 UC, B ciyuae ecnu y npoduiis Y3 ecTb XOTs Obl

OJHAa Ha3HA4YCHHAaI, ﬂeﬁCTByIOHIaH N aKTHBHAA POJIb B HUX;

— MOJy4YEHHE CIUCKA PECYpPCOB, THUIIOB PECYPCOB U JCUCTBUH, TOCTYIHbBIX

KOHKPETHOMY ITOJIB30BATCIIIO IO KOHKPETHBIM HpOd)I/IJ'ICM;

— MoJly4eHue criucka npodumneit Y3, s KOTOPhIX BBIMOIHIETCS yCIelTHas

ABTOpHU3alus OJIA 3a1aHHOTO peCypcCa U I[CﬁCTBPIH.

3)

4)

5)

VY1paBiieHHE POISIMH:

— 3arpyska poJjei gocrymna u3 ¢aiina;

— 3arpy3ka U3MEHEHUM poJieBoU Mojienu u3 daiina;

— BBITPY3Ka MEPEYHs poJiei B ¢aiii.

VYnpasnenue UC:

— peructpanus 1C;

— obnosnenne NC.

VYrpaBiieHre OpraHu3alusIMU:

— 3arpy3ka CIHCcKa opraHu3aiuii u uHpopMaluu o HUX u3 (aiina;

— CMeHa cocTosiHus (0JIOKUpOBAaHUE U Pa30JIOKUPOBAHUE) OPTaHU3ALUHA;

onpenenenne OLLIC oprann3anmii;

— U3MEHEHUE CTPYKTYPhl NOAPA3JACICHUNM W YPOBHEM IMOAPA3ACICHUN B

OIIC opranuzanuii;

6)

— U3MEHEHUE CTPYKTypbl nomxHocter B OLIC opranuzanuii;
— TOJIy4eHHUE JaHHBIX 00 OpraHu3allly;

— TIOJy4YE€HUE CMCKA OpraHu3alui;

— TOJYy4YE€HUE CIUCKA NOAPA3ICIICHUN OPraHU3allNH.
YrpaBieHue ceccueu mojab30BaTes:

— TOJIyYEHUS CIHCKA TIOCTYIHBIX CIIOCOOOB ayTeHTU(DUKAIINY;

— BXOJ B CUCTCMY IIO JIOTMHY W IAapOJIt0, II0 CepTI/I(l)I/IKaTy, C IIOMOIIBIO

JOMEHHOU y4eTHol 3anucu (o mpoTtokoiry Kerberos), uepes ECUA;

BBIXOJ U3 CUCTEMBEI,

3anpoc Koja /sl BEINOJHEHUS IBYX(aKTOPHOU ayTeHTU(UKALINH;

— cMeHa npoduist Y3 TeKyIIEero nojab30BaTels;

). DBOX -



OO0mue cBeeHUs PykoBoacTBo pazpaboTunka

X-IDBox

— mnosiyueHue nHGOpPMaIH O TEKYIIEM MOJIb30BaTEE;
— mnosy4yeHue uHpopMaIuu o TpoUIsX TEKYIIETO MOJIb30BaTEeIs.
7) Peanmzanus JOMOTHATEIFHOTO MOIYIIS sl B3anMoericteus co CK3U:
— MoJIy4eHue AaHHbIX u3 OlI;
— npoBepka noamHHOCTH Ol

— co3aanue orcoenuuenuon JI1.

I 1DBOX 8



Onucanue cepBUCOB PykoBoacTBO pazpaboTumnka

X-IDBox
2. OnucaHmne CepBUCOB
B cocraB X-IDBox BXOAAT CIEAYIOIIUE CEPBUCHI:
1) Cepsuc UAeHTU(UKAITIT — MIPEOCTABIISET o 3ampocy

UICHTU(UKAIIMOHHBIE JIaHHbIE W aTpuOyThl YYETHBIX 3alMCEH MOJIb30BATEIIEH,
npoduiei y4ETHBIX 3amuceil MoIb30BaTeNIe U OpraHu3aIui.

2) CepBuc ayTeHTU(DUKAMA — 00CCIICYNBACT BO3ZMOXKHOCTh ayTCHTH()HUKAIHH
MOJIb30BaTEJIE MO JIOTMHY M Mapoiio, MO CepTU(HUKATY, C TOMOUIBI0 JOMEHHON
yuetHoW 3ammcu (mo mpotokony Kerberos), depes ECHUA, a Takke BO3MOKHOCTh
IBYX(aKTOPHOU ayTeHTU(PUKALINH. Comnocrasnser MpEIbSBICHHBIC
ayTeHTU(PUKAIIMOHHBIC JIaHHBIE TI0JIL30BaTels ¢ JaHHBIMU, XpaHsammumucs B X-IDBoX.

3) CepBuC perucrpaid ¥ HM3MCHEHHUS JIAHHBIX  IIOJIb30BaTelICH  —
MPEOCTaBIsAET BOBMOXKHOCTh 3arpy3Ku CIUCKA IMOJIb30BaTEIe U U3MEHEHUN JTaHHBIX
MoJIb30BaTeNel, crucka npoduiielt Y3 noip3oBarenel 1 K3MEHEHUH TaHHBIX Tpoduieit
VY3 nonb3oBareneu.

4) CepBUC aBTOPHU3AIMK — MPOBEPSCT HATUYKE JOCTYIA y MOJIb30BATEIS TPU
ero oOpaleHuu K 3amnuniaeMbiM o0bekTaM. [IpenocrapiseT nHbopMaIuo:

— o ciucke MC, B KOTOpBIX y yKa3zaHHOTO npoduis Y3 Mmoiab30BaTels €CTh
OCTYT,

— O CHOHUCKE JOCTYNHBIX PECypcOoB U JEUCTBUU Il KOHKPETHOTO
npoduns Y3 nons3oBares,

— o cmucke mnpodunerd Y3 mosib3oBaTeNieid, Il KOTOPBIX BBIMOJHIETCS
yCIIEIlIHAsl aBTOPHU3aLIMs JJIs 33JJaHHOTO pecypca U IeCTBUS,

— O CITUCKE PECypPCHBIX aTpUOYTOB yYaCTBYIOIIMX B aBTOPU3AIINH;

— O CIIUCKE YCIOBUU JIJIsl YCHEUTHOTO MPOXOXKIECHUS aBTOPU3ALIUH.

5) CepBuc 3arpy3kd OpraHM3aluii — MPEIOCTaBIsACT BO3MOXHOCTh 3arpy3Ku
criicka A00aBJISIEMbIX WJIM OOHOBJISIEMBIX OpPTraHM3allMii W HM3MEHEHUS COCTOSHUM

OpraHU3aIUH.
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Onucanue cepBUCOB PykoBoacTBO pazpaboTumnka
X-IDBox

6) Cepsuc 3arpy3ku OLLC — mpemocraBiseT BO3MOXKHOCTH 3arpy3ku OILIC
OpraHM3alMld, BHOCHMBIX HW3MEHEHHSIX B JaHHBIC IOJAPA3JCICHUM W yPOBHEHU
noapazaenenud B OLIC opraHuzainuu, BHOCHMBIX H3MEHEHUSX B JIaHHBIC
MO/IPa3/IeIEHUI B YAaCTH JTOCTYIHBIX JOHKHOCTEH.

7) CepBuC 3arpy3Kd Ha3HAUYCHUH — MPEJOCTABIIIECT BO3MOXKHOCThH 3arpy3Ku
uH(GOPMAIIUU O TOJDKHOCTAX U POJISIX M ACUCTBHUSIX C HUMH ISl KOHKPETHOTO MPOuUIIs
V3 nonb3oBarels.

8) Cepsuc 3arpy3ku pojieBoii moaenmu MC — Mo3BOISIET PEerHCTPUPOBATH U
ooHoBisATe MC, 3ammmaemeie 00bekThl VIC (THUIBI pecypcoB, pecypchl, JCUCTBHSA),
YCJIOBUS PUMEHUMOCTH, TTOJIUTUKH, POJIM U KX OMUCAHMUS, CBSI3b POJIEBBIX IPYIII, CBSA3U
pojiel C TOJNUTHUKAMU MW HACTPOMKM pojell s o0ecrnedeHus: BO3MOKHOCTHU
MOCJIEAYIOLEro pa3srpaHUuEHuUs JOCTYIIA MOJIb30BAaTENEN K 3TUM O0BEKTaM.

9) Monyns OTHpaBKA YBEJOMJICHHH HMH(DOPMAIMOHHBIM CHCTEMaM  —
o0OecrieunBaeT  OTHPaBKY  YBEJOMJICHMA  MH(POPMAIMOHHBIM  CHUCTEMaM O
MPOU3OILIEIIINX COOBITUSAX CIEIYIOLIUX TUIIOB:

— perucTpanus y4éTHOM 3aliCH MOJIb30BATENs;

— OOHOBJICHME JIaHHBIX YYETHOW 3aMCH MOJIb30BATENS;

— peructpanus mpoduis yu€THOM 3aIUCH TTOJIb30BaTES;

— OOHOBJICHHE JIaHHBIX YYETHON 3aMMCH MOJIb30BATEIIS;

— W3MeHeHue (HazHaueHue, OOHOBJICHHE, CHATHE) poJjieil mpoduis yu4ETHOM
3aMMCH MOJIB30BATEIIS.

10) JomonHuTEIbHBIA MOAYIb s B3aumoekicTBust co CK3U — npenocrasisier
BO3MOKHOCTh Mody4yeHus: nanHbix u3 Oll, mpoBepku nomnuuHoctd Ol u co3gaHus
orcoequHeHHoM OI1.

Onucanue pabotsl ¢ APl ykazaHHBIX CEpBHUCOB MPUBEIECHO B COOTBETCTBYIOLIUX
JOKyMEHTaXx:

— PyxoBojacTBO pazpaboTturika. YacTs 2. CepBuc uneHTUdUKAINH;

— PykoBogacTBo pazpadorunka. Yacts 3. CepBHC 3arpy3KH POJEBON MOJIEIH,;

— PykoBonctBo pazpabotunka. Yacts 4. CepBuC perucrpanyi U U3MEHEHHS

JTAHHBIX I10JIL30BATEIICH

&
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Onucanue cepBUCOB PykoBoacTBo pazpaboTunka
X-IDBox

— PykoBogacTBo pazpadorunka. Yacts 5. CepBHUC aBTOpU3AIINH,

— PykoBojactBo pazpadorunka. Hacte 6. CepBHC 3arpy3Ku OpraHu3alui;

— PykoBoacTBo pazpabotumka. Yacte 7. Moayiab OTHpPaBKH YBEIOMJICHUM
MH(POPMALIMOHHBIM CHCTEMAaM;

— PykoBoactso pazpadorunka. Hacte 8. Cepuc 3arpy3ku OLIC;

— PykoBogactBo pazpaboturka. Hacte 9. CepBucC 3arpy3Ku Ha3HAYEHU;

— PykoBogacTBo pazpadorunka. Yacte 10. CepBuc ayTeHTH(HUKAINY;

— PykoBojctBO pazpadorurka. Yacte 12. Moayns ansa pabotsl co CK3U.

[Tomubi  mepedueHbp  cepBucoB  X-IDBox mnpuBenen B PykoBoactse
aAMUHHUCTPATOPA.

Onucanue QopmaToB (aidmoB sl  3arpy3Kd  4epe3  IMOJIb30BATEIbCKUN
uHTep(eiic mpuBeneHO B JOKyMeHTe «PykoBoicTBO paspaborumka. Yacte 11.
®opmatsl (paiiyioB AN 3arpy3Kd uyepe3 IMoJib30BaTelnbcKuil nHTepdeiic». [loapoOHoe
onvcaHue pabOThl B MOJB30BATEILCKOM HHTEp(deiice mnpuBeneHo B PykoBoncTse

II0JIB30BaTCJIA.

&
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OO6m1as cxema UHTETpaluu PykoBojicTBO pazpaborunka
X-IDBox

3. O0mas cxeMa MHTerpauum

O6mas cxema B3aumozeiicTeus nuarerpupoBanHbix UC u X-1IDBox nmpuenena

Ha puc. 1.

&
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OO0mas cxema MHTErpaIu PykoBoacTBO pazpadboTunka

X-IDBox

JloBarnente s 3aroosoK User-profile-uuid

. UUID npodpias nozwsosatens
AyTeRTHpHIHpOBARHEIi MOMb30BATE S

Heay e uuuiposanibi Mo7b30BaTCI M

OroGparertiie CTpaHIG ayTeHTHdHKAIIII

BRox AanieIX 18 ayTeHTHGKAIII

| Bxoa s 1IC !
I A
} Tposepka,
| aytentiduiponan
| I nomsonare,
I
I
I
HES Jlobasnenie B saronosok user-profile-uuid
| " UUID npodiuns nonsosatens
| AyTeRTHOMIPORANHLE TOAK30BATEND
I
I
W ____ | ____ [ N B |
1| Heayresruguuuposanusii nomssosarea
I
I
| OroGpakene cTpamitst ayTenTH KA
| — O e
I
I BRoJ 1aHHbIx U1 ayTeRTH pikai
} Tenmnpukatis
| ayrenmuias
nomsoarens oGarteHie B 3aronosok User-profile-uuid
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Onucanue TUIIOB OpraHu3aIui PykoBoacTBo pazpaboTunka

X-IDBox

4, OnucaHue TUIOB OpraHu3anuii

Tumnbel opraHu3anuii, KoTopble mnojaepxkuBatoTcs B X-IDBOX mnpuBeneHsl B

Tabmune 1.

Tabmuua 1 — Tunel opranu3anuit

Tun opranuzanuu

Kparkoe
[MonHOEe HaMMeHOBaHME TexHu4yeckoe HAUMEHOBaHHUE
HaMMeHOBaHHe
10J1 IOpuauueckoe im0 juristic
OIl O6ocobenHoe nopasaeneHue (mpocroe | separate_juristic
000co0IeHHOE TIoIpa3ieicHue, Guiral u
NPEICTaBUTEIILCTBO)
KdX Kpectosuckoe (dhepmepckoe) xossiictso | farming
UI1 WnauBuyansHBIH IpeIIpUHAMATENH individual_entrepreneur
dJ1 DuU3UYECKOE JTUIIO self_employed
). DBOX
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[Monknrouenune MC u yripaBiieHUE pOJIEBBIMU MOJAEIISIMU PykoBoacTBO pazpaboTumnka

X-IDBox

5. Moakaouenue UC u ynpasiieHue pojieBbIMI MOJAEJISIMHU

Jnsa monkmouenus MC k X-1DBox:

1) Osznakombrech ¢ PykoBomcTBOM momb3oBarenass ©  PykoBoACTBOM
pa3zpabotuuka (Bce yactu) X-1DBox.

2) OoOecnieubTe CETEBYIO CBS3aHHOCTh MEXAy uHTerpupoBanHo MC wu
X-1DBox:

— or X-IDBox 10 ocHoBHOro cepepa mnpuiaoxenniit WC wnm
OalaHCUPOBIINKA HATPY3KHU MEPE] HECKOJIBKUMHU OCHOBHBIMU CEpBEpaMH MPUIIOKEHUN
HGC;

— ot cepepoB C 1o BHemHux cepBricoB X-1DBoxX.

3) Ompenenure nomenHoe ums KMC.,

4) TlpenocraBbTe MHPOpManuto 1ist perucrpanuu NUC:

— nonHoe HaumeHoBanue MC — wucnons3yercs st orodpaxkenus MC B
MOJIb30BATEILCKOM UHTEPPeEIice;

— TeXHUYeckoe  HaumeHoBaHnue  (MHemonmka) HWC —  saBisercs
unentupukaropom MC, ucnonsdyercs npu odpanienun UC k cepsucam X-1DBoX;

— anpec MC — ykaspIBaeTCs ajpec pacloyIOKEHUs U MOPT OCHOBHOIO
cepsepa npuinoxkeHuil MC wunm OanaHcUpOBIIMKA HArpy3KH Iepel HECKOJbKUMU
OCHOBHBIMU cepBepamu npuitoxenui NC;

— crmocoObl  ayTeHTU(UKAIMU: JIOTHH W 1apojib, cepTuduKar, c
WCITOJIb30BAaHUEM JOMEHHOW YYETHOM 3alMCH BHEIIHETO KaTajora;

— HEO0OXOJIMMOCTb UCIIOJIb30BAHUS BYX(PAKTOPHON ayTeHTU(UKALINH;

— cnucok ceprucoB X-IDBox, k KOTOpbIM HEOOXOAUM JOCTYTI.

5) Tloayunte mo pesyiabratram peructpauun HWC cekperHeiii komx UC,
UCIIONIb3YEMBI U1 (OPMUPOBAHUSI KOHTPOJIBHOW CYMMBI IPU BBI30BE CEPBUCOB
X-1DBox.

6) IMonyunte MHPOPMAIUIO O TECTOBOM IOJIb30BATENE C POJbI0 «MeHemkep
uHpopMamoHHOM cuctemb» B X-IDBox mans ympaBnenus mnoxakimoueHHoi HWC

CpeAcTBaMHM MoJib30oBaTeabCckoro uurepdeiica X-1DBoxX.

&
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[Monkmouenue MC u yripaBiieHre pojeBbIMH MOJICIISIMU PykoBoacTBo pazpaboTunka
X-IDBox

7) TlomroroBurte (aiin ¢ OmMMCAaHUEM POJCBOW MOJEIM B COOTBETCTBUU C
dopmarom X-IDBox. B coorBercTBUM ¢ PyKOBOACTBOM MOJIB30BaTENSl OCYIECTBUTE
3arpy3ky poneBoi moaenu MC. Ynpasnenne MC ocyuiecTBiaseTcsi B COOTBETCTBUU C

PYKOBO,IICTBOM I1OJIB30BAaTCJIA.

&7
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IIpoBepka KOHTPOJIBLHOW CYMMBI 3aIPOCOB

PykoBoacTBO pazpaboTumnka

X-IDBox

6. IIpoBepka KOHTPOJBLHOM CyMMBbI 3aIIPOCOB

6.1.

3aros10BKkM 3ampoca

It moctyma k APl cepuco X-IDBox HMC HeoOXomMMoO pacCUMTHIBATH

KOHTPOJIBHYIO CYMMY U IICpCAaBaTh B 3aIlpoCax psAa 3aroJIOBKOB, IICPCUYCHbL KOTOPLIX

npuBeIE¢H B Tabsuiie 2.

Tabnuma 2 — 3aroj0BKHU 3ampoca

HaumeHoBaHue
O0s13aTeIBHOCTD Onucanne
3aroJioBKa

xidbox-request- Ja HanmeHoBaHMe 3arojioBKa 3ampoca, B KOTOpOM
auth-id nepenaercs uaeHtudukarop UC, oTnpaBuBIieis 3ampoc
xidbox-request- Jlab HanmeHnoBaHme 3arojioBKa 3ampoca, B KOTOpOM
timestamp nepeacTcs 1aTa ¥ BpeMs 3ampoca
xidbox-request- Jlab HanmeHnoBaHMe 3arojioBKa 3ampoca, B KOTOpOM
checksum nepeaaeTcss KOHTPOJIbHAS CyMMa 3arpoca
xidbox-request- Jlab HaummeHoBaHMe 3arojioBKa 3ampoca, B KOTOpoM
algorithm nepeaeTcs aNropuTM pacuéra KOHTPOJIBLHOW CYMMBI
xidbox-request- Her? HaunmMeHnoBaHue 3aroioBka — (bjara OTKIFOUEHHS CBEPKH
check-off KOHTPOJBHON CyMMBI

Y ecnu B cooTBeTcTBHM ¢ HacTpoiikamu noctyna VC k cepucy Tpebyercs mepeaada 1 IpoBepKa
KOHTPOJIBHOM CYMMBI 3ampoca

?) JaHHBI 3ar0JOBOK HCIIOJIB3YETCS TOJBKO TpH BKIIIOUeHHOM B X-IDBox pexxume paspadoTturka

6.2. 3aroJioBKM OTBETAa

[Tepedenn 3arojIOBKOB OTBETOB PHUBEAEH B TabmuIie 3.

Taomuna 3 — 3aroJ10BKHU OTBETA

HauMeHoBanue

Oo6s13aTeIbHOCTH Onucanue
3aroJIoBKa
xidbox-response- Jlab HawnmeHoBaHMe 3arojioBKa 0TBETa, B KOTOPOM
timestamp nepelaloTCs 1aTa U BpeMst OTBETa
xidbox-response- Jlab HaumeHnoBanmue 3aroioBka 0TBeTa, B KOTOPOM
auth-id nepenaercs uneHtuduxarop UC, ornpaBusiieit 3ampoc
xidbox-response- Jlab HawnmeHnoBaHMe 3arojioBKa 0TBETa, B KOTOPOM

checksum

nepeiaeTcsi KOHTPOJIbHAsI CyMMa OTBETa

). DBOX
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IIpoBepka KOHTPOJIBLHOW CYMMBI 3aIPOCOB PykoBoacTBo pazpaboTunka

X-IDBox
HaumeHnoBanue
O0s3aTEILHOCTD Onucanne
3aroJI0BKa
xidbox-response- JTaV HaumMeHoBaHuMe 3arojioBKa OTBETa, B KOTOPOM
algorithm nepeaeTcs aropuTM pacuéra KOHTPOJIBHOM CyMMBI

D ecnn B cooTBeTcTBUHM ¢ HacTpoiikamu noctyna MIC k cepBuCy Tpebyercs nepenada KOHTPOIbHOH

CYMMBI OTBETa

6.3. AJroputrm pacuyera KOHTPOJbHOI CyMMBI

6.3.1. 3ampoc 6e3 Tes1a ¢ HECKOJIbLKUMU MapaMeTpamMu

[Tpumep 3ampoca 6e3 Tena ¢ HeCKOJILKUMU TTapaMeTPaMH

GET http://{{host}}/identification/api/vl/user-
profile/full?userProfileUuid=abedabec-5£38-49a3-bfdd-
a%990elle9435&dynamicFieldSourceTechName=FREE IPA&orga
nizationDynamicFieldSourceTechName=FREE IPA
xidbox-request-auth-id: testis
xidbox-request-timestamp: 2024-07-
03T711:13:10.2515867%

xidbox-request-algorithm: SHA256
xidbox-request-checksum:
fabfb5ab5£fd26320fca768f74c594f6eldabac77b8edb6b79cb00c
90cbb4dcedl3

Content-Type: application/json

Accept: application/Jjson

Omnucanue 3arojIOBKOB U3 3aIpoca:

— xidbox-request-auth-id: testis — unentuduxarop UC, ormpaBuBiieii 3ampoc.
(mns mpumepa — «testis»). Jlng MC B X-IDBox momkeH ObITh HACTPOEH JOCTYI K
COOTBETCTBYIOIIEMY CEPBUCY C YKa3aHHEM, YTO pa3pelieHo (YTCHHE, 3aIluch),

TpeOyeTcs nHM Tepefadya W TMPOBEpPKAa KOHTPOJIBHOM CyMMBI 3amlpOCOB, OTBETOB,

UCIIOJB3YEMbI aJrOPUTM XEIIMpPOBaHUs (MoaJepxKuBaemMbie anroputmsl: MD2, MDS5,

SHAL, SHA256, SHA384, SHA512);

&
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IIpoBepka KOHTPOJIBLHOW CYMMBI 3aIPOCOB PykoBoacTBo pazpaboTunka
X-IDBox
— xidbox-request-timestamp: 2024-07-03T11:13:10.2515867Z — nara wu

Bpemst 3arpoca. O0s13aTeNbHO JODKHBI OBITh B (hopmate «Unix timestamp» nmm «1SO-
8601 with TimeZone (ISO_OFFSET_DATE_TIME, ISO_INSTANT)»;
— xidbox-request-algorithm: SHA256 — amroput™m, IO KOTOpPOMY

CreHepupoBaHa KOHTpOJIbHAs cymMa 3ampoca. [lonnepskuBaembie anroputmsl: MD2,

MD5, SHA1, SHA256, SHA384, SHA512;

— xidbox-request-checksum:
fa5f5a55fd26320fca768f74c594f6eldabac77b8edb6b79¢cb00c90c5b4ced13 —
3aroJIOBOK C KOHTPOJIbHOW cymMMmoil. KOHTpoibHas cyMma 3ampoca — 3TO XE€Il CTPOKH:
body + url + query + timestamp + authld + secret, BBIYMCICHHBIH IO aITOPUTMY,
yKa3aHHOMY B 3arojioBke «Xidbox-request-algorithms.

Omnmcanue nmapaMeTpoB U3 IMpuUMepa 3anpoca IPUBEICHO B TadimIe 4.

Tabnuua 4 — [1apameTpsl mpuMepa 3amnpoca

HaunmeHoBaHue
3HaueHnune Onucanne
napamerpa

body - Teno 3ampoca oTcyTCTBYET

url /identification/api/vl/user | He Bkmtouaer B cebs host u mapaMeTpsl
-profile/full 3HaK «/» B KOHIIE YYUTHIBACTCS, €CITH €CTh

query FREE_IPA + FREE_IPA | [TapameTpsl 3ampoca, UCHOIb3YIOTCS TOIBKO
+ abe4abec-5f38-49a3- 3HAYEHUS!, OTCOPTUPOBAHHBIE IO KIIIOUY
bfdd-a990e11e9435 (copTHpOBKa perucTpoHe3aBrCcUMast)

timestamp 2024-07- 3HaueHue 3aroioBka «xidbox-request-
03T11:13:10.2515867Z timestamp»

authld testis 3nayeHue 3aroyioBka «xidbox-request-auth-id»

secret 75ebe147-cc8c-4a30- Cexkpetnbiii kog UC testis
9aaf-35141e0962b2

[Ipumep pacy€r u BbIBOJA KOHTPOJIBHON CyMMBI:

echo -n '/identification/api/vl/user-
profile/fullFREE IPAFREE IPAabedabec-5f38-49a3-bfdd-
a990e11e94352024-07~-
03T11:13:10.2515867Ztestis75ebeld7-cc8c-4a30-9%aaf-
35141e0962b2"'" | sha256sum

fabf5ab5fd26320fca’768f74ch94f6eldabac77b8edb6b79¢cb00c
90c5bdcedls
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IIpoBepka KOHTPOJIBLHOW CYMMBI 3aIPOCOB PykoBoacTBo pazpaboTunka

X-IDBox

Ecnu KOHTpOJIbHAs CyMMa KOPpPEKTHA, CEPBHC BO3BpalllaeT OTBET HA 3arpoc;
€CJIM HEeT — BO3BpaIaeTcs coodmenne 06 ommoke.

HpI/IMCp IIOJOXXHUTCIIBHOI'O OTBCTA C I[O6aBJIeHHBIMI/I 3arojJoBKaMu:

HTTP/1.1 200
xidbox-response-timestamp: 2024-07-
03T11:57:58.5177638%
xidbox-response-auth-id: testis
xidbox-response-checksum:
1c40415917e4d584b2fc4ac0368286£f81842£f3dd49668156dcdc8
03e6b555d72
xidbox-response-algorithm: SHA256
Content-Type: application/json
Content-Length: 2346

Date: Wed, 03 Jul 2024 11:57:58 GMT
Keep-Alive: timeout=60

Connection: keep-alive

"uuid": "abedabec-5f38-49a3-bfdd-a990el11e9435",
"isBlocked": false,

"state": "ACTIVE",
"workEmail": "liza@localhost.ru",
"workEmailVerified": "2024-01-23T06:51:09.870305z",
"registrationDate": "2024-01-23T06:50:35.4563432",
"user": {

"yuid": "l4dad2b2-e7ac-4bb4-ab01-616a9d3c2128",

"firstName": "EamszsarerTa',

"lastName": "Bemngerma'",

"middleName": "ApTémMorBHA'",

"inn": null,

"snils": null,

"birthday": "1996-10-25",

"login": "liza",

"email": "liza@localhost.ru",

"passwordChanged": "2024-01-23T06:51:09.860989z",

"emailVerified": "2024-01-23T06:51:09.870305z2",

"isBlocked": false,

"state": "ACTIVE",
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IIpoBepka KOHTPOJIBLHOW CYMMBI 3aIPOCOB PykoBoacTBo pazpaboTunka

X-IDBox

"privacyPolicyAccepted": "2024-01-
23T06:45:19.7247062"
I
"organization": {
"uuid": "087a7cae-8cd3-44d5-896b-e86102164bba",
"fullName": "AO ABoup Inpemyumm",
"shortName": "AO Apoup npeMyuum",
"typeTechName": "juristic",
"typelabel": "Kpmouueckoe Jjuuo",
"inn": "2252455070",
"kpp": "037271508",
"ogrn": "1463527365443",
"isBlocked": false,
"state": "ACTIVE",
"address": "Mockorckasg o6Jyi., . MockBa, VY.
MockoBckasg n.4, od.2",
"registrationDate": null,
"createDate": "2023-01-28T09:20:36.3557572",
"dynamicFields": null
Yo
"dynamicFields": {
"sourceUuid": "5c84b6a9%-6a28-483f-a40f-
ea8b6159fcft3",

"sourceTechName": "FREE TPA",
"sourcelLabel": "FREE IPA",
"dynamicFields": [

{
"uuid": "b7e5c345-6981-4a7e-aed0-
194360d7b661",

"label": "Crpana',
"techName": "city",
"content": {

"value": "BbeTHawm",

"isDeleted": false
}
Yo
{
"uuid": "ead47367-9al8-41be-9711-
060ed8de70a64d",

&7
). DBOX 21



IIpoBepka KOHTPOJIBLHOW CYMMBI 3aIPOCOB PykoBoacTBo pazpaboTunka

X-IDBox
"label": "YHUKAaJBHBEY MIOEHTUOMKATOP NIpodmisa
LDAP",
"techName": "ipaUniqueProfileID",
"content": {
"value": null,
"isDeleted": true
}
I
{
"uuid": "ebfeb666a-4e71-49p2-89%e3-
37827bc9109ft",
"label": "Topon",
"techName": "1",
"content": {
"value": "Xaunom",
"isDeleted": false
}
Yo
{
"yuid": "9ffcfa38-96e0-4c20-8c7d-
35eb328£59ff",
"label": "Homep Tenedpona",
"techName": "mobile",
"content": {
"value": null,
"isDeleted": true
}
}
]
Yo
"organizationDynamicFields": {
"sourceUuid": "3557063c-3836-4f5a-8697-
9ed9574e5782",
"sourceTechName": "FREE TIPA",
"sourcelLabel": "FREE IPA",
"dynamicFields": [
{
"yuid": "cb4c2043-fc45-4205-8d17-
83e690d4cbbd",
"label": "YHukasbHBEM MOeHTub¢mxaTop LDAP",
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X-IDBox
"techName": "entryUUID1",
"content": {
"value": "CN=Apoup IpeMyuum

AJll, CN=Organizations, DC=xidbox, DC=dcs, DC=infosec, DC=ru

"
’

"isDeleted": false

]
by

"positions": []

6.3.2. 3amnpoc ¢ TeJioM 6e3 mapamMeTpoB

[Tpumep 3ampoca ¢ Tenom 6e3 mapaMeTpoB:

POST
http://{{host}}/identification/api/vl/information-
system/all

xidbox-request-auth-id: testis
xidbox-request-timestamp: 2024-07-
03T11:13:10.2515867%

xidbox-request-algorithm: SHA256
xidbox-request-checksum:
605b599£85£89cc0dalb27b42181315330e64a233ed7aec71b093
44973dc2b27

Content-Type: application/json

Accept: application/json

"limit": 10,

"name": "NKWGDYXZJQ",
"techName": " nKWgDY",
"shortName": "autotest"

OmnucaHue 3aroJIOBKOB U3 3arpoca:

&
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PykoBoacTBO pazpaboTumnka
X-IDBox

IIpoBepka KOHTPOJIBLHOW CYMMBI 3aIPOCOB

— xidbox-request-auth-id: testis — naearudukarop MC, ornpaBuBIieii 3ampoc.
(mast mpumepa — «testis»). Ins MC B X-IDBox momkeH OBITh HACTPOCH JOCTYH K
COOTBETCTBYIOIIEMY CEPBUCY C YyKa3aHHWEM, YTO pa3pemieHo (YTeHHe, 3amuch),
TpeOyeTcs 1M Iepefadya W MPOBEpPKa KOHTPOJIBHOM CyMMBI 3alpOCOB, OTBETOB,
UCIIOJIb3YEMBIA aJITOPUTM XCIIUPOBaHUS (MOJAEp)KUBaeMble aroputMbel: MD2, MDS5,
SHA1, SHA256, SHA384, SHA512);

— xidbox-request-timestamp: 2024-07-03T11:13:10.2515867Z — para u
Bpems 3arpoca. O0s3aTeNIbHO JODKHBI ObITh B (hopMmaTe «Unix timestamp» nmm «ISO-
8601 with TimeZone (ISO_OFFSET_DATE_TIME, ISO_INSTANT)»;

— xidbox-request-algorithm: SHA256 - amroput™m, IO KOTOpPOMY

CrE€HEpHUpOBaHa KOHTPOJIbHAasE cyMma 3ampoca. [lomnepxkuBaembie anroputvsl: MD?2,
MD5, SHA1, SHA256, SHA384, SHA512;

— xidbox-request-checksum:
605b599f85f89cc0dalb27b42181315330e64a233ed7aec71b09344973dc2b27 —
3aroJIOBOK ¢ KOHTPOJIbHOUW cymMmMou. KOHTpoOJbHAas cymMma 3ampoca — 3TO Xl CTPOKU:
body + url + query + timestamp + authld + secret, BBIYMCICHHBIH IO aITOPUTMY,
yKa3aHHOMY B 3aroyioBke «Xidbox-request-algorithmy.

Onucanue nmapaMeTpoB U3 MpUMeEpa 3arpoca MPUBEICHO B Ta0IUIIE O.

Tabnuna 5 — [NapameTpsl mpuMepa 3ampoca

HaumeHnoBanue
3HaveHue Onucanue
napamerpa
body { Teno 3ampoca
"limit": 10, Ecnu 3anpoc npoBOIUT 3arpy3Ky IaHHBIX B BUJIE
"name": daiina, Tenom 3amnpoca SBISIETCS COAECPKUMOE
"NKWGDY XZJQ", 3arpyskaemoro (aitna
"techName":
" nKWgDY",
"shortName": "autotest"
}
url /identification/api/vl/info | He Bkimtouaer B ce0s host u mapameTpsl
rmation-system/all 3HaK «/» B KOHIIE YYUTHIBACTCS, €CITH €CTh
query — [TapameTpsl y 3ampoca OTCYTCTBYIOT
timestamp 2024-07- 3HayeHue 3aroyoBka «xidbox-request-
03T11:13:10.2515867Z timestamp»
authld testis 3naueHue 3aroynoBka «xidbox-request-auth-id»
). DBOX 24
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X-IDBox
HauMeHoBanue
3HaueHHE Onucanne
napamerpa
secret 75ebel47-cc8c-4a30- Cexkpetnbiit kog UC testis
9aaf-35141e0962h2

[Ipumep pacy€T u BBIBOJA KOHTPOJIBHON CyMMBI:
echo -n '{
"limit": 10,

"name": "NKWGDYXzJQ",
"techName": " nKWgDY",
"shortName": "autotest"

}/identification/api/vl/information-system/all2024-
07-03T11:13:10.25158672testis75ebeld/-cc8c-4a30-9%aaf-
35141e0962b2"'" | sha256sum

0605b599£85£89cc0dalb27b42181315330e064a233ed7aec71b093
44973dc2b27

HpHMep IIOJOXXHUTEIIBbHOT'O OTBECTA C I[O6aBJ'IeHHBIMI/I 3arojJOBKaMu:

HTTP/1.1 200
xidbox-response-timestamp: 2024-07-
03T12:09:17.94133227%
xidbox-response—-auth-id: testis
xidbox-response-checksum:
43e446aed4f71e62ebb00b2d6aB8299e473£34fa0c4e3851a9fb3944
£78053bc893
xidbox-response-algorithm: SHAZ256
Content-Type: application/json
Content-Length: 327

Date: Wed, 03 Jul 2024 12:09:17 GMT
Keep-Alive: timeout=60

Connection: keep-alive

"uuid": "e0af68a9-7e62-402a-9342-75cf3e38bebo",

"techName": "AUTOTEST SYSTEM NKWGDYXZJQ",
"name": "AutotestSystemNkwgdyxzjqg",
"shortName": "AUTOTEST-SYSTEM-NKWGDYXZJQ"

by

&7
). DBOX o5




IIpoBepka KOHTPOJIBLHOW CYMMBI 3aIPOCOB PykoBoacTBo pazpaboTunka
X-IDBox

"uuid": "8faedd62-1227-47d2-ad8e-cb776a328056",

"techName": "autotest system nKWgDYXzZJQ",
"name": "AutotestSystemNkwgdyxzjqg",
"shortName": "autotest-system—-nKWgDYXZJQ"

6.4. Bo3MoKHBIE OIIHOKH

6.4.1. Cnucok omimdox
Omnrcanye BO3MOXHBIX OIMMOOK MTPUBEICHO B TaOIHUIlE 6.

Tabauia 6 — Bo3sMoxHBIE OIIINOKHU

Cratyc Omudxa IIpuunna
401 UNAUTHORIZED OTcyTCcTBHE OJJTHOTO U3 0053aTENBHBIX
3aroJI0BKOB
401 UNAUTHORIZED VY UC Her nocTymna K cepBHUCY
401 UNAUTHORIZED VYka3aH HEKOPPEKTHBIN WIIN

HETIO/I/ICP)KUBAEMBII AJITOPHUTM TeHEPaIUH
KOHTPOJILHOHM CyMMBI B 3arojioBke «Xidbox-
request-algorithm» unu Hactpoiike aaroputma
(opMHpOBaHUS KOHTPOJIBHOW CYyMMBI OTBETA B
Hactpoiikax C B X-IDBox

401 UNAUTHORIZED HexkoppekTHasi KOHTpOJIbHAsA CyMMa

403 FORBIDDEN HeBepublii hopmart natel B 3arosoBke «Xidbox-
request-timestamp»

IIpeBbllIeHre MAaKCUMAITBHOW Pa3HHUIIBI C
BPEMEHEM cepBepa

403 FORBIDDEN OtrcyrerBue y UC nocryna k metogam GET nnn
PUT, POST, DELETE B cooTBeTCTBHH C
HACTPOHKaMH JIOCTyTa K CEPBUCY

6.4.2. Ilpumep 3ampoca c orBeToM B ctaryce 403

[lpruriHa OMMOKM — HEKOPPEKTHBIA (popMaT 3HAYEHHUs 3arojoBka «XidbDoOX-

request-timestamp».
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X-IDBox

GET
http://{{host}}/identification/api/vl/user?snils=1008
7511016&inn=836767631381

xidbox-request-auth-id: testis
xidbox-request-timestamp: 2024-07-04T16:00:50
xidbox-request-algorithm: SHA256
xidbox-request-checksum:
S54fcac9faf374436b374db7b3badca’/bdbbb68ccabaa6fdlleada
cb0babd3dc?

Content-Type: application/json

Accept: application/json

### response example

HTTP/1.1 403

Content-Type: application/json
Transfer-Encoding: chunked

Date: Thu, 04 Jul 2024 16:00:51 GMT
Keep-Alive: timeout=60

Connection: keep-alive

"timestamp": "2024-07-04T16:00:51.491+00:00",
"status": 403,

"error": "Forbidden",

"path": "/identification/api/v1/user"

6.4.3. Ilpumep 3ampoca c orBeToM B ctaryce 401

[IprunHa ommOKKU — HEBEpHAs KOHTPOJIbHASI CyMMa 3ampoca.

GET
http://{{host}}/identification/api/vl/user?snils=1008
7511016&1inn=836767631381

xidbox-request-auth-id: testis
xidbox-request-timestamp: 2024-07-
04T16:11:55.2515867%Z

xidbox-request-algorithm: SHA256
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X-IDBox

xidbox-request-checksum:
S54fcac9faf374436b374db7b3badca’/bdbbb68ccabaa6fdlleada
cb0babd3dc?

Content-Type: application/json

Accept: application/json

### response example

HTTP/1.1 401

Content-Type: application/json
Transfer-Encoding: chunked

Date: Thu, 04 Jul 2024 16:12:31 GMT
Keep-Alive: timeout=60

Connection: keep-alive

"timestamp": "2024-07-04T16:12:31.755+00:00",
"status": 401,

"error": "Unauthorized",

"path": "/identification/api/vl/user"

6.5. OTK/JII04YeHHe NPOBEPKH KOHTPOJILHOI CyMMBI

OTKJIIOYCHHE TPOBEPKH KOHTPOJIBHOW CYMMBI B KOHKPETHOM 3ampoce
BO3MOYKHO TIPY BKJIIFOYEHHOM pexkume paspadoturika B X-IDBoX.

JUJIss OTKITFOUEHHS TTPOBEPKHU KOHTPOJBHOW CYMMBI B 3ampocax OJIKEH OBITh
nepenaH  JOMOJIHUTEIbHBIA  3aroyioBok  «Xxidbox-request-check-off» ¢ nro0bIM
3HaueHueM win 0e3 Hero. [lpu 3ToM HeoOXomMMoO mepenaBaTh Bce O0s3aTENIbHBIC

3aroJioBkH 3arpoca (1. 6.1), moctym k cepucy y MC n1oymkeH ObITb.
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